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Approved by AICTE New Delld & Affiliated to Anua University. Chennai

(A Telugn Viinority Tonstitntion)

18CSEVACO01 - CYBER SECURITY AND ETHICAL HACKING
EVENT REPORT

Name of the Course: “CYBER SECURITY AND ETHICAL HACKING”

Name of the Instructor: Dr. M.R.M. Veeramanickam., Associate Professor, CUIET, Punjab.
Year and Branch: 11, Il & ME-CSE - COMPUTER SCIENCE AND ENGINEERING
Duration of Course: 32 Hrs (17.09.2018 to 22.09.2018)

SUMMARY OF THE EVENT:

The Course was inaugurated on 17.09.2018 at 8.30 am by our respectable Principal and HOD. As per
the Course plan session was started and went smooth for the Remaining days. On the last day 22.09.2018 by

3.30 pm the course was Completed Successfully.

During the Six Days of the program Students were participated with enthusiasm and they finally gained

Knowledge on “Cyber Security and Ethical Hacking”

ASSESMENT MODE:

No of Students Enrolled: 65 Scheme of Exam: Oftline
No of Students appeared: 65 - No of Students Passed: 65
Date of Exam: 22.09.2018

OUTCOME:

This course covered the fundamental concepts of Cyber Security, information security, ethical hacking.
After the completion of this course, the students were able to measure the performance and troubleshoot cyber

security system. They can also conduct investigation and analyze of the target system to identify any security or

system vulnerability from the hacker’s point of view and suggest the remedy by learnpag the efleal hacking.
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18CSEVACO01 — “CYBER SECURITY AND ETHICAL HACKING”

Value Added course on the topic “Cyber Security and Ethical Hacking”

by Dr. M.R.M. Veeramanickam., Associate Professor, CUIET, Punjab.

PRiINCIrAL
&ri Venkateswara College
Engineering and Technology,
Thirupachur, Thiruvallur - 631203




SRI VENKATESWARA
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REQUEST LETTER

From \
Mr.P. Rethinasabapathy ; m
HOD / CSE
SVCET ?M

Thirupachur. /\‘5—)‘5

To ,
The Principal
SVCET
Thirupachur.

Respected sir,
Sub: Requesting permission to conduct a 6 Days value added course -Reg

As the Head of Computer Science and Engineering Department, | would like to request your support
and permission to conduct Training Program on “Cyber Security and Ethical Hacking” in our department.
'here is a need that has been identified of keeping the students up to date with the new technologies. Mast
students would not have knowledge on this area which is not our available in our curriculum. So. there is necd
for a there is need for this program to challenge the I'T opportunities.

The dates for the Training program have been fixed. The Training will start on 17.09.18 and end on
22.09.18 (32Hrs). Will be handled by the “Dr. M.R.M. Veeramanickam™

I kindly request your assistance in providing Tea and snack for the participants (students).
Please find the attached Invitation, circular to students. and a presentation highlighting the key arcas that
will be focused in the Training program.

Thanking You

3 o
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07.09.2018

CIRCULAR

The department of Computer Science and Engineering will be conducting value added course on
“Cyber Security and Ethical Hacking” from 17.09.2018 to 22.09.2018 (32 Hrs). It is proposed to keep the

¥ 3 4
students up to date with the new technologies.

All the students are requested to participate actively, certificate will be provided for the enrolled

Participants.

All the interested candidates should enroll their names to Ms. Kalaivani.S, Assistant Professor.

Department of Computer Science and Engineering on or before 12.09.2018.
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RESOURCE PERSON PROFILE

Name : Dr. MLR.M. Veeramanickam

Designation : Associate Professor

Department : Computer Science and Engineering

Organization : Chitkara University Institute of Engineering and Technology, Chitkara University.

Phone Number : 8600493524

Email.ID : manic.veera@gmail.com
Qualification : B. Tech, MTech (IT). PhD (CSE)
Experience 17 Years
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18CSEVACO01 - CYBER SECURITY AND ETHICAL HACKING
COURSE CONTENT

Objective

e To study and familiarize cyber security, information security, ethical hacking.

Module 1: Introduction ‘

Understanding Cyber security and Ethical Hacking-various domains -of information Security, Deep dive into
Networking and understanding the OSI layer and protocol sunder standing the concepts behind Kali Linux OS

and various ethical-hacking tools.
Module 2: Network scanning tools

Demonstration of conducting Network scanning using tools like Nmap - Learning Vulnerability Assessment
and using tools like Nexpose-OpenVAS- discovering vulnerabilities-sniffing network traffic and understanding

the packet flow using tools like Wire shark.
Module 3: HACKERS AND CYBER CRIMES

Types of Hackers - Hackers and Crackers - Cyber-Attacks and Vulnerabilities - Malware threats - Sniffing -
Gaining Access - Escalating Privileges - Executing Applications - Hiding Files - Covering Tracks - Worms -

Trojans - Viruses — Backdoors.

Outcomes:
1. Analyse and evaluate the cyber security needs.
2. Network scanning tools which is used to perform network scanning.

3. Understand and analyse Ethical Hacking and its tools.

/\/ }&D/CSE
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1I8CSEVACO01 - CYBER SECURITY AND ETHICAL HACKING
COURSE SCHEDULE

6 Days Training Schedule — Cyber Security and Ethical Hacking

r Dl;:tf Se,?ilsl: i Speaker Name Session Topics J
} 8.30amto | Dr, M.R.M. Veeramanickam. Understanding Cyber security and Ethical Hacking-
| v 1 10.30am | Associate Professor, CUIET, Punjab | various domains -of information Security,
{ ‘:g 10.45amto | Dr. M.R.M. Veeramanickam. Deep dive into Networking and understanding the
17.09.18 12.45 pm Associate Professor, CUIET, Punjab | OSI layer i o
{ 1.30 pm to | Dr. M.R.M. Veeramanickam. Protocol sunder standing the concepts behind Kali
‘ 3.30pm Associate Professor, CUIET, Punjab | Linux OS and various ethical-hacking tools.
’ 1030um | DrMRM. Vesramanickam. | Semomtaon Jeonduehe Net ok sarning
Associate Professor, CUIET, Punjab ’
. Day2 : Assessment -
: & 10.45 am to | Dr. M.R.M. Veeramanickam. Tools like Nexpose-OpenVAS- discovering
l 18.09.18 12.45 pm | Associate Professor, CUIET, Punjab vulnerabilities-sniffing network introduction
.30 pmto | Dr. M.R.M. Veeramanickam. Traffic and understanding the packet flow using tools
3.30pm Associate Professor, CUIET, Punjab | like Wire shark. ‘
8.30amto | Dr. M.R.M. Veeramanickam. Understanding cryptography concepts- encryption
_ 10.30am Associate Professor, CUIET, Punjab | algorithms
Dg 3 10.45 am to | Dr. M.R.M. Veeramanickam. Cryptography Tools like gnupg- beryptete Public ;
19.09.18 12.45 pm | Associate Professor, CUIET, Punjab | Key Infrastructure (pkl) |
1.30 pmto | Dr. M.R.M. Veeramanickam. Email-Encryption-Disk Encryption Understanding
| 3.30pm Associate Professor, CUIET, Punjab | Malware/ Ransom ware Trojan- Virus and Worms
| Da y 4 8|, ?)?3‘2;:"20 E;gg;:[':/:;r:; zir:agltj i\é?..Punjab Anti-malware Software, Malware Creation Tool
" 20 5‘: 8 10.45 amto | Dr. M.R.M. Veeramanickam. USB password stealers understanding wireless
‘ 3 12.45 pm | Associate Professor, CUIET, Punjab | concept ]
' 830 amto | Dr. M.R.M. Veeramanickam. s ;
1 l)zg : 10.30am Associate Professor, CUIET, Punjab Types of Wireless networks i
i 10.45 am to | Dr. M.R.M. Veeramanickam. : . |
i 21.09.18 1.45 pm |- Associate Professor, CUIET, Punjab Wireless hacking "
f Dav 6 8.30 amto | Dr. M.R.M. Veeramanickam. Understanding the Concepts of Firewall-Web !
: ' 2 10.30am Associate Professor, CUIET, Punjab | application firewall
| 10.45am to | Dr. M.R.M. Veeramanickam.
i 22'“9']8_‘ 1.45 pm Associate Professor, CUIET, Punjab P and ey g,
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18CSEVACO1 - CYBER SECURITY AND ETHICAL HACKING

Course Code

I8CSEVACOI

Name of the Course

CYBER SECURITY AND ETHICAL HACKING

Duration of the Course

32 HOURS

Academic Year

2018-19

Period of the Course

17.09.2018 to 22.09.2018

LIST OF STUDENTS ENROLLED

7203

ol

’_yldjl%

of

S.NO | YEAR '}VE[%SBEERR NAME OF STUDENTS | 4+ SIGNATURE
| I 112417104001 | ABIRAMIC *oy N
2 I 112417104002 | AKASH V A
3 I 112417104003 | ANUPRIYA S
4 I 112417104004 | ARUN S
5 I 112417104005 | BARGAVI D
6 T 112417104006 | CHARLES S
7 I 112417104007 | DAARTHY A
8 I 112417104008 | DEEPIKA J
9 1 112417104009 | GNANA ANISH A
10 I 112417104010 | HEMACHANDRAN V
T Il 112417104011 | ISWARYA S
12 T 112417104012 | JOTHIKA G i
13 1l 112417104013 | KALAIYARASI B
14 I 112417104014 | KAVITHA K
15 I 112417104015 | KAVIYA S
16 T 112417104016 | KAVIYARASI G P
17 T 112417104017 | KEERTHIKA K
18 I 112417104018 | KOTTESWARAN M
19 I 112417104019 | LOKESHWARI S
20 1 112417104020 | LYDIA RUNKE P
21 I 112417104021 | MOHANRAI
2 I 112417104022 | NANDHINI M
23 I 112417104023 | NAZEEYA BEGUM A
24 I 112417104025 | NITHISH KUMAR P
25 I 112417104026 | PAVITHRA E
26 I 112417104027 | PREETHA R o
27 T 112417104028 | PREETHA R B‘;@
28 L 12417104029 | PREETHI B e
29 /(/vmymomo PREETHI B el 1
30 /A%‘h;,“ @I‘Il()dﬂ)}l PUNITHAN R g Lot
\Pin . ‘é@a%f zl Engineering and Technology,

Thirupachur, Thiruvallur-631203
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SRI VENKATESWARA

COLLEGE OF ENGINEERING AND TECHNOLOGY

SNO | YEAR RNESHZSJEERR NAME OF STUDENTS | SIGNATURE |
3 I 112417104032 | RAGURAMAN K ongn =
32 I 112417104033 | RAJESH KANNAN K %\Jﬂlﬁwwlé .
33 1 112417104034 | SANTHOSH S St .
34 I 112417104035 | SHANTHI'S I gl
35 1l 112417104036 | SHILPA'S 2. AR
36 I 112417104038 | TEENAJ @i ™, 4
37 I 112417104039 | UPPULURI SAI JEEVAN W
38 Il 112417104040 | VENKATESAN N | eO .
39 I 112417104041 | VIJAYASREE M oy
40 Il 112417104042 | VIMALA T T L) ikl
41 Il 112417104303 | SANDALIYA M Mvgnn,,(nh:um
2 1 112416104001 | ABITHAS .
43 1 112416104002 | AISHWARYA.G ey
44 1 112416104003 | ALAMELU.D st
45 [l 112416104004 ARUL VINAYAGAM ‘l Mﬂ; |,§}4\M/I |
46 i 112416104005 | BALAJLV.S , yo
47 I 112416104006 | CHANDRU PRAKASH J — P
48 11 112416104007 DRAVID.S _—
49 [11 112416104008 GAJALAKSHMILV V'_(‘ﬁm
50 it 112416104009 | GOKUL.P Cagbini_ -
51 1l 112416104010 | GUKANATHAN.S S.Gquj(aha%dm '
52 I 112416104011 | HARINGDON R .
53 1 112416104012 | INDUMATHY.S LAy
54 I 112416104013 | ISHWARYA.A 4 P
55 i 112416104014 | JAYASRLJ ol Aan o .
56 i 112416104016 | JESY.B de 99 .
57 1 112416104017 | KAVITHAR R N vathe
58 1 112416104018 | KAVIYAD i de“-i@_ |
59 1 112416104019 | KEERTHANA'S Ve Mél
60 11 112416104020 KIRTHIGA.R . |
6l | ME-CSE | 112418405001 | ABINAYA G };;jtm;%ﬂj
62 | ME-CSE | 112418405002 | AGALYA G adt . |
63 | ME-CSE | 112418405003 | GANESAN S Al .
64 | ME-CSE | 112418405004 | JAYAKUMARI A jmm
m i 65 | ME-CSE | 112418405005 | MALATHI R P T Y, g
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18CSEVACO01 - CYBER SECURITY AND ETHICAL HACKING

—
Course Code

18CSEVACO1

Name of the Course

Duration of the Course

32 HOURS

Academic Year

2018-19

Period of the Course

17.09.2018 to 22.09.2018

CYBER SECURITY AND ETHICAL HACKING i
|
J

ATTENDANCE
' 17.9.2018 18.9.2018 1992018 | 20.9.2018 21.9.2018 22.9.2018 :I(()]: ~l\{!-
sxo | vear | EEERY | NAMEOFSTUDENTS [~ i T e | s HOURS | 4HOURS | SHOURS | 5HOURS | G
FN | AN |FN| AN |FN| AN | FN | AN | FN | AN | FN i\.\rTg
! il 112417104001 | ABIRAMIC s | A D B | AN Ot Ao | s Bt | B, g,?_ 5
|- 2 1l 112417104002 | AKASH V M ke b A@é@_,&;@}éﬁ @1@ @ @? e
3 I 112417104003 | ANUPRIYA S &m& PoaeS WS&M\S M tee 3 | Pt P A S S Mg Wl 32
4 I 112417104004 | ARUN S el Aove ol e [Boan | B [ Aae || fon [don qu“gg
5 I 112417104005 | BARGAVID D @@}5@.@’@@(’9@@ D}Q?@@@?@DM‘ & 25
N | 19417108000, || CHmeRs clschn a.dlsdls.dls C&GCLC_J)D cduschled, 32
7 1 112417104007 | DAARTHY A 4 74 4\~w£&4x_%m%fﬂﬁ D |AG AD A@{Am\( N 32 7
8 1 112417104008 | DEEPIKA J S Tl TBre T S TR ITEI.R TR 22
9 1 112417104009 | GNANA ANISH A WGW\O; ("’ (B~ [’sw\(;m (5| (8. {M@;& 6,(,\,6;\ 29
| 1o I 112417104010 | HEMACHANDRAN V VLQ,VRV % \ UM\vi‘/m_ \. \h"ﬂ-‘d‘!ﬂ/- U-MU-M\J-M N-oM
X I 112417104011 | ISWARYA § Tk s A o | £l LN B TA | AN Mi 29 |
2| 0| nesmowmn | jOTHKAG pEl T 6Ll T G E GGG ERRIGRGE, 22
3 1 112417104013 | KALAIYARASI B bbbt Bh B Rl bR B Rk B b b ?.‘tﬁj,,,,él.
14 I 112417104014 | KAVITHA K M r/k»r W M~ L(_W WWW V»V‘ R‘/‘ ke 2_i
15 I 112417104015 | KAVIYA S Slfmif WWLN Q\JW,M EN* Suw Qw, !@w_ &W{ 775?_7|
16 I 112417104016 | KAVIYARASIG P PGP R G P 6 PLELPK Bk Gk GG G‘?k_fn-El! 75|
17 I 112417104017 | KEERTHIKA K ko e ns lokd dan Ybn b bkn k| BB BRA| Eis be.| 22|
I8 Il 112417104018 | KOTTESWARAN M w@(}&) My a0 m@@o DY TN ACITANE My, m«d;h 32 |
19 i 112417104019 | LOKESHWARI S Qo |Sshr | Dub! b LA Coe 100t Uoa fud ' Xu_kg__gz_J
20 Il 112417104020 | LYDIA RUNKE P M";‘/ o Ly &2 ?‘QM Pdag p_‘,,, nz&y ,p,Q,_, 9. %&pﬁ'h Q,J& 324
21 1 112417104021 | MOHANRAJ § € b Cwvod § v Q@Q®§w§ o) &(@g'mﬁ)Swggm‘; S8 2> |
2 I 112417104022 | NANDHINI M MO MR IO R D MO IMD v MO R 32 |
23 I 112417104023 | NAZEEYA BEGUM A g.ﬁj Aoz MHW fovy AW fpd IS A.@ . i
24 ] 112417104025 | NITHISH KUMAR P @MW@ P B 8 MmO @ > @IM )
3 | -_!I_r 112417104026 | PAVITHRA E | € 0sd /%E@ 50 (,‘35 . W 3 _
Tl A D S\
B eI . (02 P O 008 @R ¢y R
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[ a 17.9.2018 18.9.2018 1992018 | 2092018 | 2192018 | 2292018 - \|_
| = ; w ] "
| SN0 | VEAR Rﬁﬁfg&“ NAME OF STUDENTS | 6 HOURS 6 HOURS 6HOURS | 4 HOURS | SHOURS | SHOURS ”‘(’J‘z:“*
| FN | AN FN | AN | FN | AN | FN N[ PN | AN
2 | 112417104030 | PREETHI B qu gﬁ G_@ 25 g@ Q.@ L6 R@{@ @ 2@ 2
30 | 1| 112417104031 | PUNITHAN R D. Dur Q- puric Q\&m QW] Q" R;?llﬂ P\‘PM D-pun ‘a‘ém Low Rpwy 22
3 I 112417104032 | RAGURAMAN K Kopa) Ko (IR 12+ Oox k\' R%\ Yoy U@ B e ¥y 22
3 1 112417104033 | RAJESH KANNAN K ﬂoﬂﬂ Da’-(ﬂﬂﬂaft Q{_‘g"‘:m MV&X;‘\ Qa}ﬂ Y «mﬁf\’ Qf* ke
33 I 112417104034 | SANTHOSH $ ‘_gﬂ 9-EUMQ'€L 9;m ¢ |eg . lo cudogtls - e g fz_‘_ W 20
9 o4
3 ! 112417104035 | SHANTHI S 0. M. £ N )&5_11/1, at TAKT AN S S S Al QMMJ 5’2___
35 I 112417104036 | SHILPA S o] SR W] Tt | Qs e [ e A o ﬂ,hﬁq_“é &5
i Mndbdiadlo Bl o) [1I24G [0 TeeT ey | 18 (o] To6) 10e] Ty T4 ffeecfl' 22
UPPULURI SAI > . \ ¥ i M ' |k
| 7 i SIS 1 e U":'JU-@L, U’},M 0Oy U‘\§\ b N e ged A ﬂﬁ | &2
o I 112417104040 | VENKATESAN N 10 ) B 2 N N N-\:@’\M&‘Wﬁ*wﬂ‘ Dot ?\\M_gg
I I 112417104041 | VIJAYASREEM N0y Vi o Vg | V1) o) ;\.Ji\\/ \[’;\“q Q\yq Jifw \}j\:"w "l‘fy\\[,jj,ﬁ) {‘}.,;}fp 22
| 40 I 112417104042 | VIMALA T it )‘9.«&!‘,_ *\jﬂ‘»fﬂ\ﬁ@*ﬂh r“‘\]\gprq’\w T‘\ﬁ’ T W\ T\M‘Z\I—@ 737’)_
L 1 Il 112417104303 | SANDALIYAM LR @?\NJ\MM\D/)"N} ). Jwv L 02 | !BM M 29
TR = My 208 2 P 22
|4 i 112416104001 | ABITHA S prAleS P ¢l PSR | abis DS By S| Pors MS M phig 22

43 1 112416104002 | AISHWARYA.G M N !& lw M

.

I O o o Dph Dt DD. e DI Dot DOROON DAY D MDY DY, 32
45 i 112416104004 | ARUL VINAYAGAM N MMA;Q‘A’&AD 1) A AN)J' 32_
16 I 112416104005 | BALAJLV.S AN U\ oud e N [y 1Y u-mv?fn):uﬁ“ 22
47 I 112416104006 | CHANDRU PRAKASHI §).chf (- I ey Tchl e 22
48 il 112416104007 | DRAVID.S gﬁ“g.‘béﬁ B0 2"65 - P Eﬁ F) 32____

KD i 112416104008 | GAJALAKSHMI V \{fﬁq*ﬁ;‘& %Y/‘(aﬂ \j |-ty \L{ﬂﬁ\\l ) E}ﬁr\L \i:’QM\ju(n;: 52
50 i 112416104009 | GOKUL.P IP_C ﬂp{_‘\{ !P('J\ o UJCP{-“{ PG\. RC/; *p('; P(; Pk 17-'03 pd‘ 33_
st | 112416104010 | GUKANATHAN S ¢gen| Qape G Gapur | Y| Sgn Q@w,ﬁ% Do | One) Goed Qe 272
52 V 111 112416104011 HARINGDON.R H& Y M\?Haig l_h,\;‘fa WJ_'HME Mi H;{ nm r-é:g MM g:z

5 il 112416104012 | INDUMATHY $ T S TR ST S TS T _T.Dé}"lfsfr OB <2

| 54 1 112416104013 | ISHWARYA A besﬂn @rﬁ\z\ g.im ﬁ\ﬁln A pfﬁhﬁ“iﬂ M ‘ PHGS‘ pf'TEhMQSL,' 22

55 || 112416104014 | JAYASRIJ Sf T T T Tpmm-\——p mm 2

|6 | 112416104016 | JESY B ¢l B.xe Pyl e ﬁ{,lﬁ ‘QTQ(Q?QDQ e By By B 322
57 il 112416104017 | KAVITHAR Pl :@}C\,\ ] Qhﬂ,&d P [Pl @heka%h@h?h;_ 22
58 i 112416104018 | KAVIYAD D Do Pl D kEDKD’DAtZ o D L DR DDk 20
59 | 112416104019 | KEERTHANAS G (LRI ol AT CRaISKIC o) | SBICKAGKS 25
60 i 112416104020 | KIRTHIGAR REPR Wy [ R 0. Yoy R Kol LY PXa8 RV L 10w REDIR KWK, 3>
61 | MECSE | 112418405001 | ABINAYAG N S S S R T ob &L;.lﬂ 22
62 | MECSE | 11241840500 b by (. AR (“‘RG(‘M ‘ ({ﬁ M’ (-)i‘*ju [ AN X GIM 22
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18CSEVACO01 - CYBER SECURITY AND ETHICAL HACKING
TEST QUESTION

. FAT stands for
A. File allocation tables
B. Forensic analysis tool
C. File allocation transfer
D. Format allocation test
. A Replay attack is an example of which type of attack?
A. Active online attack i
B. Offline attack
C. Passive online attack
D.None of above
. What are the types of hacking stages?
A. Privileges Executing
B. Applications Hiding
C. Files Covering Tracks
D.All of the above .
. Which wireless mode connects machines directly to one another, without the use of an access point?
A. Point to point
B. Infrastructure
C.Ad hoc
D.BSS
. Which of the following is evidence that is not based on personal knowledge but that was told to the witness"”
A. Best evidence
B. Secondary evidence
C.Conclusive evidence
D. Hearsay evidence
. Which of the following are the two primary U.S. Laws that address Cybercrime?
A. 1030 and 2701
B. 2510 and 1029
C. 2510 and 2701
D. 1029 and 1030
. A Rainbow table attack on a password is which type of attack?
A. Active online attack
B. None of the above
C.Passive online attack
D. Offline attack
. What is the preferred communications method used with systems on.a hot-net?

A.IRC '

B. E-mail E—/
C.ICMP RiINCIPAL
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9. isthe art of exploiting the human elements to gain access to un-authorized resources

A. Organization
B. Social Engineering
C.Hacking
D. Reverse Engineering
10. What is the maximum length of an SSID?
A. Eight characters -
B. Sixteen characters ¢
C. Thirty-two characters
D. Sixty-four characters
I'1. What does the TCP RST command do?
A. Restores the connection to a previous state
B. Finishes TCP connections
C.Resets the TCP connection
D. Starts a TCP connection
12. A packet with all flags set is which type of scan?
A. Full Open
B. XMAS
C. TCP connect
D. Syn scan 1
I3. Why would an attacker want to perform a scan on port 13 7?
A. To check for file and print sharing on Windows systems
B. To discover proxy servers on a network
C. To discover a target system with the NetBIOS null session vulnerability
D. To locate the FTP service on the target host
14. Which tool can be used to perform a DNS zone transter on Windows?
A. DNS lookup
B. nslookup
C.who is
D. Ipconfig
IS. What is the best reason to implement a security policy?
A. It makes security harder to enforce
B. It removes the employee's responsibility to make judgments
C.It increase security.
D.It decrease security.

16. What are the two basic types of attacks? \/
A. Active
B. Passive i it ok o
SriVen ara College of
C.DoS Engineering and Tech
D.Both I & 2 ", o
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17. What is the major difference between an 'Ethical Hacker' and a 'Cracker™
A. The ethical hacker has authorization from the owner of the target.
B. The ethical hacker is just a cracker who is getting paid.
C. The ethical hacker does not use the same techniques or skills as a cracker.
D. The ethical hacker does it strictly for financial motives, unlike a cracker
18. What is the attack called "evil twin"?
A. MAC spoofing
B. Session hijacking
C.Rogue access point 5
D. ARP poisoning
19. What is the maximum length of an SSID?
A. Thirty-two characters
B. Sixteen characters
C. Sixty-four characters
D. Eight characters
20. Which wireless mode connects machines directly to one another, without the use of an access point?
A. Ad hoc
B. Point to point
C. Infrastructure
D.BSS
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Evaluating the following Question

|. This course was interesting
a) Strongly Agree  JbYAgree ¢) Moderate  d) Disagree e) Strongly Disagree
2. Was this course useful?
a) Strongly Agree  bYAgree ¢) Moderate  d) Disagree e) Strongly Disagree
3. During the course did you find any technical Difficulties?
a) Strongly Agree b) Agree ¢) Moderate qyﬁisagree e) Strongly Disagree
4. did the instructor delivered the information, you didn't know already
ar)/St\rongly Agree b) Agree ¢) Moderate  d) Disagree e) Strongly Disagree
5. The Subject matter was presented effectively
2 Strongly Agree b) Agree c) Moderate  d) Disagree e) Strongly Disagree
6. This instructor helped me learn about how the course works in the real world.
a) Strongly Agree ,b’ﬂgree ¢) Moderate  d) Disagree e) Strongly Disagree
7. This instructor provided information I can use to be successful in my career.
.a*J/S)trongly Agree b) Agree ¢) Moderate  d) Disagree e) Strongly Disagree
8. Overall how do you rate the Training Program?

;y)ﬁrongly Agree b) Agree ¢) Moderate  d) Disagree e) Strongly Disagree
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I. FAT stands for
X File allocation tables
B. Forensic analysis tool
C. File allocation transfer
D. Format allocation test
2. A Replay attack is an example of which type of attack?
A. Active online attack
B. Offline attack
C. Passive online attac
P None of above
3. What are the types of hacking stages?
A. Privileges Executing
B. Applications Hiding
C. Files Covering Tra
A All of the abov
4. Which wireless mode connects machines directly to one another, without the use of an access point?
A. Point to point
B Infrastructure OL
C.Ad hoc
D.BSS
5. Which of the following is evidence that is not based on personal knowledge but that was told to the witness?
A. Best evidence
B. Secondary evidence
Conclusive evidence
D. Hearsay evidence
6. Which of the following are the two primary U.S. Laws that address Cybercrime?

X71030 and 2701
B.2510 and 1029 /
C.2510 and 2701

D. 1029 and 1030
7. A Rainbow table attack on a password is which type of attack? , /—\L
A. Active online attack : \/
B. None of the above \B‘Q
INCIPAL

C.Passive online attack Sri Venkateswara College of
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8. What is the preferred communications method used with systems on. A hot-net?
HXIRC
B. E-mail
C. ICMP
D.TFTP
9. isthe art of exploiting the human elements to gain access to un-authorized resources
A. Organization
B. Social Engineerin
,Zﬂacking /% '
D. Reverse Engineering
10. What is the maximum length of an SSID?
A. Eight characters -
B. Sixteen characters //
ﬁ hirty-two characters
D. Sixty-four characters
I 1. What does the TCP RST command do?
ﬁestores the connection to a previous state
. Finishes TCP connections’Oé
C.Resets the TCP connectio
D. Starts a TCP connection
12. A packet with all flags set is which type of scan?
A. Full Open
A XMAS S
C. TCP connect
D. Syn scan |
|3. Why would an attacker want to perform a scan on port 13 77
A. To check for file and print sharing on Windows systems
B. To discover proxy servers on a network
’% discover a target system with the BAS null session vulnerability
D. To locate the FTP service on the target host
14. Which tool can be used to perform a DNS zone transfer on Windows?
A. DNS lookup
_j‘ﬁnslookup /
C.who is
D. Ipconfig
I5. What is the best reason to implement a security policy?

A, It makes security harder to enforce
!t removes the employee's responsibility to make judgments

C.It increase security. (
_ \:ﬂvm L
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16. What are the two basic types of attacks?

Mctive
B. Passive /
C.DoS
D.Both 1 & 2
17. What is the major difference between an 'Ethical Hacker' and a 'Cracker™
A. The ethical hacker has authorization from the owner of the target.
B. The ethical hacker is just a cracker who is getting paid. Qﬁ
C. The ethical hacker does not use the same techniques or skills as'a Craeker.
‘ _D-The ethical hacker does it strictly for financial motives, unlike a cracker
18. What is the attack called "evil twin"?
A. MAC spoofing
B. Session hijacking /
%ﬂ)gue access point
D. ARP poisoning
19. What is the maximum length of an SSID?
A. Thirty-two characters
./S(i;(teen characters /
C. Sixty-four characters

D. Eight characters
20. Which wireless mode connects machines directly to one another, without the use of an access point?

A Ad hoe
B. Point to poin/
C. Infrastructur

D.BSS
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